MHHUCTEPCTBO OBPA3OBAHUS 1 HAYKU POCCUMCKOU ®EJIEPALIN
JIETAPTAMEHT I'OCYJAPCTBEHHOM IMOJIMTUKH B COEPE
OBILIEI'O OBPA3OBAHUA
[MNCBMO
ot 14 mas 2018 r. N 08-1184
O HAITPABJIEHMM UHO®OPMALIUU
JlemapraMeHT TOCYJapCTBEHHON MOMUTHKH B cdepe oOmero oOpazoBaHus MUHOOpHAYKH
Poccuun HanpasmsieT 1uis cBeneHus pazpadoranable Bpemennoit komuccueit Cosera deneparuu
[0 Pa3BUTUIO MH()OPMAITMOHHOTO OOIIECTBAa METOAMYECKHE PEKOMEHIAIMH O Pa3MEUICHUU Ha
MH(OPMALIMOHHBIX CTEHJAX, O(QUIHUANBHBIX HHTEPHET-CaliTaX M JAPYruX HHGPOPMAIMOHHBIX
pecypcax 001eo0pa3oBaTeNbHBIX OpPraHU3alMidi U OPraHOB, OCYIIECTBISIOIINX YIpPAaBJICHUE B
chepe oOpazoBanus, uH(popMauud o O€30MaCHOM TIOBEIEHUU U MCIOJIb30BAaHUU CETU
"NnTepuer".
Hupektop [enapramenra
A.E.JIETPOB
[Ipunoxenue
METOJJUYECKHNE PEKOMEHJIAIINUA
O PASMEIIEHUN HA THOOPMALIMOHHBIX CTEHAAX, OOPUITNAJIBHBIX
MHTEPHET-CAUTAX U JIPYTUX NTHOOPMAILIMOHHBIX PECYPCAX
OBIIIEOBPA3OBATEJIBHBIX OPIAHU3AIIMI 1 OPTAHOB, OCYIIECTBJISIOIINX
VYIIPABJIEHUE B COEPE OBPA30BAHM A, THOOPMALINUN O BE3OITACHOM
[MOBEAEHWU U UCIIOJIbB3OBAHMU CETU "UHTEPHET"
Oxcnepramu U wieHamMu Bpemennoit komuccun Cosera ®enepauuu 10  pa3BUTHUIO
MH(OPMALIMOHHOTO OOIIeCTBA B paMKaX BBIIOJHEHUS PEKOMEHJAIMi MapIaMEeHTCKHUX
ciaymaHuid  "AKTyalbHBIE BOIIPOCHl oOOecredeHusi O€30MacCHOCTH M pPa3BUTUS JCTEH B
uH(pOpMallMOHHOM MpocTpaHcTBe", KoTopbie npouutn B CoBere Menepanuun 17 ampens 2017 r.,
Obu pa3paboOTaHbl METOIUYECKHE PEKOMEHIAIMH O pa3MEIleHHH Ha HH(POPMAIMOHHBIX
CTeHJaX, OQUIMANBHBIX HWHTEpHET-caliTax U  Jpyrux MHPOPMAIMOHHBIX  pecypcax
00mIe0o0pa3oBaTeIbHBIX OpPraHW3allMii M OpPraHoOB, OCYIISCTBIIAIOIINX yIpaBleHHEe B chepe
oOpa3oBanusi, nHGopManuu o Oe30MacHOM TMOBEIECHUU U HUCHoNb30BaHWU ceTH "MHTepHer"
(manee - METOUYECKUE PEKOMEHIAIINN ).
Mertoauueckre PpeKOMEHJALMM  HAlpaBICHbl Ha KAyeCTBEHHOE IOBBIILIEHHUE  YPOBHS
WH)OPMAIIMOHHOW  ACATENHHOCTH  0O0IIe00pa30BaTENbHBIX  OpraHU3allMii W OPraHoB,
OCYILECTBIIIOLINX yIIpaBlieHHe B chepe 0OpazoBaHMs, B YACTH MHPOPMHUPOBAHUS yUalUXCs, UX
poauTenel (3aKOHHBIX MPEACTABUTENECH ) U MeIarornuecKnuX pabOTHUKOB 00 OCHOBHBIX acCIeKTax
UH(POPMALIMOHHOM 0€30MacHOCTH.
Metoanueckue peKOMEHAAIIMU TIO3BOJISIT OO0IIe00pa3oBaTENbHBIM OPTaHHU3AlMAM U OpraHaM,
OCYILECTBIISIOLINM yIIpaBlieHHE B cepe 00pa30BaHus, aKTyaJIU3UPOBATh yXKE UCHOIb3yeMble U
pa3MenieHHble HH()OPMAaLIMOHHbIE MAaTEPUaIbl, TaK U MOATOTOBUTH UX B CIy4yae UX OTCYTCTBUS C
Y4ETOM JIyUIIUX MPAKTUK U PEKOMEHIAIUH.
B pamkax meToanuecKkux peKoMeHAalui paccCMaTpUBaOTCS CIIEYIOIINE HHCTPYMEHTHI:
1. ua(OpMaLIOHHBIE CTEH/IBI;
2. opunmaibHble UHTEPHET-PECYPCHI;
3. cpencTBa MaccoBoi MH(OpMAIUH (IIKOJIbHBIE I'a3€Thl, Earornueckie u3IaHus U Apyrue).
WupopmalinoHHbIE CTEH B
Ha undopManoHHbIX CTeHIaX B 00Ie00pa30BaTEIbHBIX OPraHU3ALMAX, PACIIOIIOKEHHBIX B
doife yupexxaeHuii 1 B KaOMHETax, OCHAILIEHHBIX NEPCOHAIBHBIMU YCTPOMCTBAMHU JJISl BBIXOJIA B
cerb "HHTepHeTr", pekoMeHayeTcs pa3MecTUTh HH(POPMALMOHHBIE MaMITKH, COJepKaliue
OCHOBHBIE COBETHI IO 0OecreyeHn0 HHHOPMAIMOHHON 0€30MaCHOCTH yYaIUXCS.
B npunoxenun N 1 K METOAMYECKUM DPEKOMEHJAIUSAM MpPEJCTaBICH O0pasell MaMsATKU JUIs
pa3MelieHust Ha UHHOPMALMOHHBIX CTEHaX.
CpencTBa MaccoBoil nH(popMaIu



B cpenctBax maccoBoii nH(popMaIy, OpUEHTUPOBAHHBIX HA 00YYalOIUXCs, PEKOMEHIyeTCs B
Te4eHUe y4eOHOro rojja peryjasipHo My0JIuKoBaTh HH()OPMALMOHHBIE MaTepUAIIbl, TOCBSIICHHbIE
OTJENbHBIM aCIeKTaM MH(POPMALMOHHON 0€30MacHOCTH, a TaK)XKe Pa3JInYHbIe MaMATKU OO0IIEero
Xapakrepa.

B cpencrax maccoBoii HHPOpMALIUU, OpPUEHTUPOBAHHBIX Ha MEarOrM4eCcKyl0 OOIECTBEHHOCTb,
pEKOMEH/yeTCs B TE€YEHHE KaJEeHJApHOro roja peryyspHo MyOiIMKOBaTh HMH(POPMALMOHHBIE
MaTepHalbl, MOCBSIICHHBIE OTIACIBHBIM acleKkTaM HWH(POPMAIMOHHOM O€30MacHOCTH Kak
HECOBEPLICHHOJIETHUX, TaK M 00LIeo0pa3oBaTelIbHbIX OpraHM3alUi, a TaKXke pa3IuyHble
naMsITKH, 0030pbl HOPMAaTHBHO-IIPABOBOI'O PETYIMPOBAHMUSA JaHHOH chepbl M HMHPOPMAIIUIO O
aKTyaJbHbIX MEPONPUATHUIX U COOBITUAX B JAHHOU cdepe.

B xonme mpomenenuss ExamnHoro ypoka mo OezomacHoctd B cetu "MHTepHET" peKoMeHayeTcs
o0ecrneuynTh BBITYCK TEMaTHMYECKOI'O BBIMYCKa CPEICTBa MaccoBOM MH(opmanuu jimbo cepuu
nyOJIMKanui, Cpear KOTOPhIX PacCMOTPETh OPTraHU30BAHHBIC MEPOIIPUATHUS IS 00yUYaArOIINUXCS,
UX poauTeNnel (3aKOHHBIX MPEICTaBUTENEH) U TeAarornueckoi o0IeCTBEHHOCTH.
Odunmansasie HTEpHET-pECYpChI

OO01eo0pa3zoBaTeabHbIM OpraHU3alMsIM PEKOMEHAYeTCs Ha CBOMX oduuuanbHblx MHTEpHET-
pecypcax oOecrnednTh (PYHKIMOHUPOBAHHE CaMOCTOSITEIPHOTO U CHEIHAIH3HPOBAHHOTO
pazznena "MHdpopmannoHHas 0e30MacHOCTh", B paMKax KOTOPOTO HPEAyCMOTPETh pa3MelleHHe
cienyronel nHHopMaIuu:

N | Paznen/nonpasnen dopmar CopneprxaHue MaTepuaioB
MIpEICTaBICHUS
MaTepHuaJoB
1. | JlokanbHbIe Konuu Pazmematorcst konumM  JTOKYMEHTOB, T.€.
HOPMAaTHUBHbIE aKTbhl B|JOKYMEHTOB B|CKaHMUpPOBAHHBIM  BapHaHT  JTOKYMEHTa,
chepe obecnieuenus | popmare *PDF | cooTBeTCTBYIOIIHIA TpeOOBaHUM K
MH(OPMALMOHHOM napameTpam ckaHupoBaHus. Pa3memiarorcs
0e30macHOCTH JIOKYMEHTHI, periIaMeHTHPYIOIIHE
o0yyaromuxcs OpraHu3alyio U pabdoTy C MEePCOHAIbHBIMU
JaHHBIMH,  TUIAHBI ~ MEPONPHUATHHA  TO
o0ecreyeHno UH(POPMALIMOHHOM
0€30MacHOCTH 00Y4arOIIMUXCS U IpYTHeE.
2. |HopmaTuBHOE Kormn [IyOnukyroTcsi akTyallbHble CBEIEHUS O
peryianupoBaHue JOKYMEHTOB  B|(enepalbHbIX U PETHOHAIbHBIX 3aKOHaX,
¢opmare *PDF |muceMax opraHoB BIacTM W JApYyrue
HOpPMaTUBHO-TIPaBOBbIE JTIOKYMEHTHI,
periaMeHTHPYIOIINe obecrieueHue
MH(pOPMaIMOHHOM 0e30macHOCTH
HECOBEPILICHHOJIETHHUX. Homnyckaetcs
BMECTO KON pa3Meliath TUMepcchbUIKM Ha
COOTBETCTBYIOIIIME JTOKYMEHThl Ha caiTax
OpPraHoOB roCyJapCTBEHHOMN BIIACTH.
3. |Ilenaroruueckum Texkcr Ha | Pa3memarores METOINYECKUE
paboTHUKaM CTpaHUIIE caiiTa |peKOMEHJIalluu U yKa3bIBaeTcsa MHpopMaus
Konuu 0 MEpOIPUATHUSAX, MPOEKTaX M MporpaMmmax,
JOKYMEHTOB B |HalpaBJICHHBIX Ha TTOBBITIICHUE
¢dopmare *PDF | undopmarmonHoit IPaMOTHOCTH
MeJarornyeckux paboTHUKOB.
4. O0yyaromumcst Texkcr Ha |Pa3memnaercs uMHQpOpMaLMOHHAs mNaMsTKa




cTpaHuIle caiita |(mpunoxkenne N 2) ©W  yKa3bIBaeTcs
nH(popMaLUg O MEPONPUATHUAX, TPOEKTAX U
IporpaMmax, HaIpaBJIEHHBIX Ha
MOBBILIICHHUE nH(GOpMaLMOHHON
IPaMOTHOCTH O0yYaroIIuXCs.

5.|Popurensm (3akoHHBIM | TekcT Ha |Pa3memnraercs uHpOpMaLMOHHAs mHaMsTKa
IIPEICTaBUTEIISIM) cTpaHule caiita |(npunoxenue N 3).
00yJaroImxcst

6.|[erckue  Ge3omnacHble | TekcT Ha | Pazmemaercs uHpopManus 0
CalThI CTPAHMIIE CaliTa |pPEKOMEHAYEMBIX K  HCIIOJIb30BAHHUIO B

y4eOHOM mpolecce Oe30MacHbIX CanTax,
OaHHEpbI 0€30MACHBIX JIETCKUX CAUTOB.

Opranam, OCYLIECTBJISIONIMM YIpaBiieHue B cdepe o0pazoBaHUs, PEKOMEHAYETCS Ha CBOUX
opunmanbubix HHTEpHET-pecypcax obOecneunTh (YHKIMOHMPOBAHUE CAMOCTOSTENIBHOTO H
cnenuanusupoBaHHoro pasaena "HMHdopmanuonnas Oe3omacHOCTh", B paMKax KOTOPOTO
IPEIyCMOTPETh pa3MelIeHNe cleayromeil nHopMaIim:
[Tpunoxenue N 1
[TAMSATKA
JUISL OBYUAIOIIUXC ST Ob THOOPMAIIMOHHOM BE30ITACHOCTH JIETEM
HEJIb34
1. Bcem moapsn cooOmmarh cBOKO YacTHYIO HHpOpMAIHIO (HacTose uMs, paMIInio, TeaeqoH,
ajipec, HOMep MIKOJIBI, a TaKkke (HoTorpaduu CBOH, CBOCH CEMbU U IpYy3eil);
2. OTKpBIBaTh BIOKEHHBIE (DaliiIbl AIEKTPOHHON MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIIS;
3. I'pyOuts, nmpuauparthcsi, OKa3bIBaTh JABICHHUE - BECTH c€0s1 HEBEKIIMBO U arpeCcCUBHO;
4. He pacnopsixaiicst JeHbraMHU TBOEH CeMbH 0€3 pa3pelleHHs] CTapliuX - BCErJa CIpaminBai
ponuTeneu;
5. He Bcrpeuaiics ¢ IHTepHET-3HAKOMBIMUA B pEabHOM JKU3HU - MOCOBETYICS CO B3pOCIIBIM,
KOTOpPOMY JIOBEpSIEILIb.
OCTOPOXHO
1. He Bce numyt npaBay. Yuraems o cebe Henpasay B MHTepHeTe - cooOmu 00 3TOM CBOUM
POIUTENISAM WM ONIEKYHAM;
2. [lpurnamaroT nepenuchiBaThCsl, UTPATh, 0OOMEHUBATHCS - POBEPD, HET JIU MOJBOXA;
3. He3akoHHoe konrpoBaHue ¢aiisos B IHTepHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIbIM O TTpo0JIeMax B CETH - OHU BCET/ia IIOMOTYT;
5. Ucnonp3yii HacTpoiku 0€30MacHOCTH M MPUBATHOCTH, YTOOBI HE TIOTEPATh CBOM AKKAYHTHI B
COILICETSAX U JIPYTHX MopTaiax.
MOXHO
1. YBaxaii Ipyrux rnojab30BaTeNe;
2. Ilonp3yenibest IHTEpHET-UCTOUHUKOM - JI€1ail CCBUIKY Ha HETO;
3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;
4. O6maTbcs 32 HOMOILBIO B3POCIBIM - POAUTENHN, ONEKYHbI U aIMUHUCTpAllMs CaliTOB Bceraa
MOMOT'YT;
5. Ilpoiigu ob6ydenue Ha caiite "CeTeBHUOK" U MOIYyYH HAcopT HU(PPOBOro rpaxaaHuHal



[Ipunoxenne N 2
NHOOPMAILIMOHHA A ITAMSATKA
JJII OBYHAKOIUXCA AJIS PASMEIIEHUA
HA OOULMAJIBHBIX MHTEPHET-PECYPCAX

C Kax/IbIM T'OZIOM MOJIOIEKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIKOJIBHUKUA OJTHH U3 CaMbIX
aKTUBHBIX I0JIb30BaTesel Pynera. Mexay TeM, HOMUMO OrPOMHOIO KOJIM4ECTBA
BO3MOXXHOCTEH, HHTEPHET HECET U MPOOJIeMBbl. DTa maMsITKa JOJDKHA ITOMOYb Tebe 6e301macHo
HaXOJIUThCS B CETH.
KoMnbrorepHslie BUPYCBI
KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX IPOTPaMM, OTIIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B onoIHEeHNE K 3TOMY,
BUPYCHI MOT'YT IIOBPEIUTH WIH IOJHOCTHIO YHUUTOXKUTH BCe (ailibl U JaHHbIE,
MOJKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObliIa 3ammylieHa 3apakeHHas IporpaMma,
a TaKk)Ke MOBPEIUTh WIM AaXKEe YHUUTOXKHUThH ONEPALIMOHHYIO CUCTEMY CO BCeMH (aililamu B
nenoM. B GonbIIMHCTBE cilyyaeB paclpoCTPaHsIOTCS BUPYCHI Yepe3 HHTEPHET.
MeTobl 3alUTHI OT BPEAOHOCHBIX IPOrPaMM:
1. Ucnionb3yii coBpeMeHHBIE ONEPAIlMOHHBIE CHCTEMBI, HIMEIOIINE CEPhE3HbI YPOBEHB 3aIIUTHI
OT BPEIOHOCHBIX IIPOTPaMM;
2. IlocTosiHHO ycTaHaBIMBaK MayTH (IIUQPOBBIE 3aIIATKH, KOTOPHIE aBTOMATUYECKH
YCTaHABJIMBAIOTCS C LEJbIO JOPAaOOTKH IPOrpaMMbl) U Ipyrue 0OHOBJIICHUS CBOEH
OTIeparmoHHON cucteMbl. CKauMBai UX TOJIBKO ¢ opUIHALHOTO caiita paspadorynka OC. Eciu
CYIIECTBYET PEXHUM aBTOMAaTHUYECKOTr0 OOHOBJICHUS, BKIIIOUYH €T0;
3. Paboraii Ha cBOEM KOMIIBIOTEPE 1101 [TpaBaMH I10JIb30BaTENIs, @ HE aJIMUHUCTpATOpa. DTO HE
HO3BOJIMT OOJBIIMHCTBY BPEIOHOCHBIX TPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM I1€PCOHAIEHOM
KOMITBIOTEPE;
4. Vicnonp3yil aHTUBHUPYCHBIE IPOTrPaMMHBIE MPOTYKThI U3BECTHBIX MPOU3BOAUTENCH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;
5. Orpannub (hu3HYECKU JOCTYH K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIMIL;
6. Vcrionb3yii BHENIHUE HOCUTENN HH(OpMAIIHH, TAKHE KaK (hJIerka, TUCK HiIu (aii u3
UHTEPHETA, TOJIKO U3 IPOBEPEHHBIX HCTOUHHUKOB;
7. He oTKphIBail KOMIIbIOTEpHBIE (haiiiibl, TOTYyYEHHBIE N3 HEHA/IEKHBIX UICTOYHHUKOB. Jlaxke Te
(aiinbl, KOTOpbIE MpUCIAT TBOI 3HAKOMBIN. JIyyllle yTouHH y HEro, OTHPABJISII JIU OH TeOe UX.
Ceru WI-FI
Wi-Fi - aT0 He Bux mepenaun JaHHBIX, HE TEXHOJIOTHS, & BCETo JIUIb OpeHn, mapka. Eme B 1991
roJly HUJepiaaHackas kommnanus 3aperucrpupoaia 6pens "WECA", uyro o0o3Havano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoautcs kak "6ecrpoBoHas TOYHOCTD'.
Jlo Hamero BpeMeHH AoIuIa Ipyras ab0peBuaTypa, KOTopas SBISIETCS TAKOH jK€ TEXHOJIOTHEH.
Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha CTaHAAPT BBICIIEH
3BykoBo#t TexHuku Hi-Fi, uTo B mepeBoie 03HauaeT "BbIcOKast TOYHOCTS".
Ja, 6ecruiaTHBI MHTEPHET-I0CTYI B Kade, OTEeNAX U a3poropTax ABJISIETCS OTIMYHON
BO3MOYKHOCTBIO BBIXO/Ia B MHTEPHET. HO MHOTHE 3KCIIEPTHI CYMTAIOT, YTO 00MIe0CTyTHBIE Wi-
Fi cetn He ABIAOTCS G€30MaCHBIMHU.
CoBeTbl 110 0€30MacHOCTH pabOThI B 00IIEIOCTYMHBIX ceTsix Wi-fi:
1. He nepenaBaii cBoto nuuHyto uHpopMaluio yepes odmenoctymnusie Wi-Fi cetu. Paboras B
HUX, J)KEJIaTeJbHO He BBOJIUTH MAPOJIN JOCTYIIA, JIOTHHBI U KaKue-TO HOMEpa;
2. Ucnionb3yit 1 0OHOBIISIN aHTUBUPYCHBIE TPOrpaMMbl M OpanaMayep. TeM caMbIM Thl
obe3omacuirb ce0s OT 3aKa4Ku BUPYyca Ha TBOE YCTPONCTBO;
3. Ilpu ucnonszoBannu Wi-Fi otkmoun ¢pynkuuto "OOmuit foctyn K (aiinam u npuHTepam”.
JlanHas GyHKIUS 3aKphITa IO YMOITYAHHIO, OJTHAKO HEKOTOPHIE MOJIb30BATEIN aAKTHUBHUPYIOT €€
JUIs y10O0CTBa NCIOIB30BAaHUsS B paboTe UM yuebe;
4. He ucnons3yii nyonuunbiii WI-FI 1 nepegaun TUYHBIX JaHHBIX, HATPUMED VIS BBIXOJA B
COLIMAJIbHBIE CETH WU B 3JICKTPOHHYIO I10UTY;



5. Vcnione3yii Tonpko 3amuiienHoe coeaunenue yepe3 HTTPS, a ue HTTP, 1.e. npu Habope
BeO-aapeca BBoaM umeHHO "https://*;

6. B MmoOunsHOM Tenedone orkimtoun ¢pynkmuio "[loakmouenue k Wi-Fi aBromatudecku". He
JIOITyCKail aBTOMAaTUYECKOT0 MOAKII0YeHUs ycTpoiicTBa k ceTsiM Wi-Fi 6e3 TBoero cornacusi.
CouunanbHble CETH

ConuanbHble CeTH aKTUBHO BXOJSAT B Hally )KH3Hb, MHOTHE JIIOJM paOOTAIOT U KUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MUJLUIHAP/T YEIIOBEK, UTO SIBISICTCS OJTHOMN
ceIbMOM BCeX JKuTelel IiaHeTbl. MHOTHE T0Ib30BaTeNId He TOHUMAIOT, YTO HH(pOpMaIys,
pa3MeIlleHHAs UMH B COLIMAIBHBIX CETAX, MOKET OBbITh HalJIeHA U MCIIOJIb30BaHa KEM yTOJHO, B
TOM YHUCJIE€ HE 0053aTeIbHO ¢ OJIarMMU HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COIMAIBHBIX CETSIX:

1. Orpanu4p CIUCOK Apy3eh. Y TeOs B APY3bIX HE JOJKHO OBITh CIIYYailHBIX U HE3HAKOMBIX
JIIOICH;

2. 3amuinai CBOK YacTHYIO KU3Hb. He yka3biBaii mapoiu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JAPYTYI0 JHYHYI0 HHPOPMALIKIO. 370YMBIIIJICHHUKA MOTYT HCIIOJIb30BaTh JaKe
MH(GOPMALIHIO O TOM, KaK Thl U TBOU POJUTEIN TUIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amuiraid CBOIO PEIyTAaIHIo - IEP’KU €€ B YUCTOTE U 3a/1aBaii cede BOIIPOC: XOTeN ObI THI,
4YTOOBI APYyrue MOIb30BATENN BUJICNH, YTO ThI 3arpyskaemib? [logymaid, mpexae 4em 4To-To
OITyOJIMKOBAaTh, HAMKMCATh U 3aIPy3UTh;

4. Ecnu Thl TOBOPUIIIH C JTIOABMH, KOTOPBIX HE 3HACIIIb, HE UCIIOJIb3YH CBOE PEAIbHOE UM U
JPYTyIo TUYHYIO0 HHGOPMAIUU: UMSI, MECTO JKUTEIBCTBA, MECTO Y4eOBbl U IpoYee;

5. U306eraii pa3menienus portorpaduii B Inrepuere, rae Tol H300pakeH Ha MECTHOCTH, 110
KOTOPOM MO>KHO OIPENETUTh TBOE MECTOIOJIOKEHHUE;

6. [Ipu perucrpanuu B COLMATBHON CETH HEOOXOAUMO HCIOIb30BATh CIOKHBIE MAPOJIH,
cocTosme U3 OyKB ¥ MUQP U C KOJIUISCTBOM 3HAKOB HE MEeHee §;

7. Jlns counaabHOM CETH, MOYTHI U JPYTUX CAMTOB HEOOXOIMMO UCIIOIB30BaTh pa3HbIE MapOJIH.
Torna eciu TeOst B3IIOMAIOT, TO 37I0yYMBIIUIEHHUKH TTOIYYaT TOCTYII TOJIBKO K OTHOMY MECTY, a
HE BO BCE Cpasy.

DIIEKTPOHHBIE JICHBI U

DNEKTPOHHBIE IEHBIU - 3TO OYEHb YAOOHBIN CIOCO0 MIaTekei, OJJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPHIE XOTAT MOJTYYUTH 3TH JICHBIH.

DJIEKTPOHHBIE I€HbIY MOSBUIIMCH COBCEM HEJABHO U UMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyapcTBax /10 CUX MOpP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oM (QYHKITMOHUPYIOT U O HUX Y€ MPOMHUCAHO B 3aKOHE, TJE X Pa3emsioT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIC U HE aHOHUMHBIE. Pa3HuIla B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercs MPOBOAUTH onepanuu 6e3 uaeHTU(UKAIUY TTOJIE30BaTeNs, a B
HEaHOHHMMHBIX UACHTU(UKALIVS TT0JIH30BATENS SBISETCS 00s13aTEIbHOM.

Taxxe cneayeT pa3nuyarh IEKTPOHHBIC (PMATHBIC AEHBIU (PaBHBI TOCYAaPCTBEHHBIM BaJIOTaM)
U JIEKTPOHHbIE He(pUaTHbIE NEHBIU (HE paBHbI TOCYAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 O€30IaCHOM paboTe ¢ NEKTPOHHBIMH JJCHbIaMH:

1. ITpuBsiku K cueTy MOOUIIBHBIN TeseoH. DTO caMblil y10OHBIN U OBICTPBIN CIIOCOO
BOCCTaHOBUTH JOCTYII K cyery. [IpuBs3aHHbIi TenedoH MOMOXKET, ecliu 3a0y/Ieib CBOi
TJIATEKHBIN MMApOJIb UM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonb3yit ogHopaszoBele napoiu. [locie nepexoa Ha yCHIIEHHYIO aBTOPHU3ALMIO TeOe yKe
He Oy/IeT yrpoXaTh OMAaCHOCTh Kpa)XH UJIU MepexBarta MIaTeKHOro MapoJis;

3. Beibepu cnosxHbIi mapons. [IpecTynHukam OyeT He MPOCTO YraaTh CIOKHBINA TapOJib.
Hanexxubie nmaposu - 3To naposid, KOTOpPhIE COJIepKaT HE MEHEe 8 3HAKOB M BKJIIOYAIOT B ce0sl
CTPOYHBIE U MPOMUCHBIE OYKBBI, TU(PBI U HECKOJILKO CUMBOJIOB, TAKHE KaK 3HAK J0JUIapa,
¢byHTa, BOCKJIHIIATENbHBIN 3HaK ¥ T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JAaHHBIE HA CalTaX, KOTOPBIM HE JTOBEPSEIIIb.

DJIEKTPOHHAA 1MOYTa



DNEKTPOHHAs NOYTA - 3TO TEXHOJIOTHSI U IIPEIOCTABIISIEMBIE €0 YCIIYTH 0 NEPECHIIKE U
MOJIYYEHUIO JIEKTPOHHBIX COOOIICHH, KOTOpPBIE PacTIpEACAIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AMEKTPOHHBINA OYTOBBIN SIIMK BBITJISIIUT CIEIYIOIUM 00pa3oMm:
UMs_TIOJIb30BaTeNsA(@umMsi_1oMeHa. Takke Kpome nepeay MpocToro TeKCTa, UMeeTcs
BO3MOXKHOCTH IepeiaBaTh (paiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM padOTe ¢ ANEKTPOHHOU MOYTOM:

1. Hayto BbIOpaTh mpaBUIIbHBIHN MTOYTOBEIHN cepBHC. B HHTEpHETE €CTh OrPOMHBIN BEIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIE TOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBHIi B
pEUTHHTE;

2. He yka3piBaii B TMUHOM MoYTE TUYHYIO HHGopManuio. Hampumep, mydie BeIOpaTh
"My3bIKanbHbIN _(aHaT@" umn "pokx2013" Bmecto "Temal3";

3. Ucnons3yit ABYX3TAaNlHYO aBTOPU3ALUI0. JTO KOTJa IOMUMO [1ApOJIsl HY’KHO BBOAUTH KO/,
npucbuIaeMblil mo SMS;

4. Beibepu ci1oKHBIN naposab. J{Jis Kak10ro MOYTOBOTO STUKA TOJDKEH ObITh CBOM HAJIC)KHBIH,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOXKHOCTh HalucaTh CaMOMY CBOM JIMUHBIA BOMPOC, UCTIONIB3YH 3Ty
BO3MO>KHOCTb;

6. Vcronb3yil HECKOIBKO MOYTOBBIX SIIUKOB. [IepBbIii 7151 4aCTHON NMEPENUCKU € apecaTamH,
KOTOPBIM Thl JOBEPSAELIb. DTO MIEKTPOHHBIN a/Ipec HE HAJI0 UCIOJIb30BATh IPU PETUCTPALIUY HA
dopymax u caiitax;

7. He oTkpbiBaii (aiiiiel U Apyrue BIOKEHUS B MHUCHMAX, IaXKe €CIIM OHU MPUIIUTH OT TBOUX
npy3ei. Jlydiie yrouHu y HUX, OTHPABISUIH JTU OHU TeOe 3T (aiiisl;

8. [Tocne okoHuaHMs pabOTHI HA TOYTOBOM CEPBHUCE MEpe]l 3aKPHITHEM BKIIAJKH C CAUTOM HE
3a0yqb HaXaTh Ha "BeiidTH".

KuGepOyiiHT 1T BUPTYaIbHOE U3IEBATEIHCTBO

KuGepOymiuHr - npeciiejoBaHre COOOIMIEHUSIMHU, COEPKAIIMMH OCKOPOJICHHUS, arPECcCHIO,
3alyrMBaHKe; XyJUTaHCTBO; COLUAIbHOE OOMKOTUPOBAHUE C TIOMOLIBIO PA3IMYHBIX UHTEPHET-
CEPBUCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KHOEPOYILITUHTOM:

1. He ©pocaiics B 60i. Jlydmuii cioco0: MOCOBETOBATHCS KaK ce0sl BECTH U, €CIIU HET TOTO, K
KOMY MO>KHO OOpaTUThCS, TO BHaYalle yCIIOKOUThCS. ECiy Thl HauHelb 0TBeYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle OOJIbIle pa30XiKelllb KOH(IUKT;

2. YopaBinsaii cBoel kubeppenyranuei;

3. AHOHUMHOCTbH B ceTd MHUMas1. CyIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTout BecTH XynuraHCKuit o0pa3 BUPTyallbHOH ku3HH. IHTEpHET hUKCHpYET BCE TBOU
JIEUCTBUSI M COXPAHSIET UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyIHUTEIBHO;

5. Cobmrofialt CBOIO BUPTYaIbHYIO Y€CTh CMOJIOY;

6. Urnopupyii equHUYHBIN HeratuB. OJJTHOPa30Bble OCKOPOUTENbHbIE COOOIIEHUS TyYllle
UrHOpHpOoBaTh. OOBIUHO arpeccus MpeKpamniaeTcs Ha Ha4aabHOUW CTaaNH;

7. Ban arpeccopa. B nporpamMmMax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COITUATBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPABKH COOOILEHHH € ONpeesIeHHBIX aIPECOB;

8. Ecnu TbI cBUETENh KNOEpOYsUIMHTa. TBOM IEHCTBUSA: BBICTYIUTH IPOTHUB MpECIIeI0BaTeN,
MOKa3aTh €MY, YTO €ro JeUCTBUS OLICHUBAIOTCS HETATUBHO, MOAJIEPKATh KEPTBY, KOTOPOM
HY>KHa TICUXO0JIOTMYECKasi OMOIIb, COOOIIUTH B3POCIIBIM O (haKTe arpeCCUBHOTO MOBEACHMUS B
CETH.

MoobwibHbIN TenehoH

CoBpemeHHbIe cMapT(HOHBI U TUIAHIIETHI COAepkKaT B ce0e BIOJTHE B3POCIBINA (DYHKITMOHAT, U
Tenepb OHU MOT'YT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMIIbloTepamMu. OJHaKO, CPE/ICTB
3aIIUTHI TSI TOAOOHBIX YCTPOMCTB MOKA 0O4eHb Mayio. TecTupoBaHUE U TIOUCK YSI3BUMOCTEH B
HUX MIPOUCXOIUT HE TaK MHTEHCUBHO, Kak s [IK, To jxe camoe kacaeTcss 1 MOOMIIbHBIX
MIPUIIOKEHUN.



CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPAaKTUYEeCKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacmmpenne pyHKITMOHaIa BIeYET 3a COO0H OOJBITYIO CIIOKHOCTh M MEHBIITYIO 3aIUIIICHHOCTD.
Jlasieko He Bce MPOU3BOAUTENM BBIITYCKalOT OOHOBJIEHUS, 3aKPhIBAIOIINE KPUTHUECKHE
YSI3BUMOCTH 1711 CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI JijIsl 6€30M1acHOCTH MOOUIBHOTO TenedoHa:

Hudero He siBnsieTcs mo-HacTosuiemMy 6ecriaTHbIM. byib ocTOpoxeH, Bellb Korja Tede
npeiaraloT 6eCIuIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;
Hymaii, mpex e uem otnpaBuTb SMS, doto mimm Bugeo. Trl TOYHO 3HACIIb, T/I€ OHU OYIyT B
KOHEYHOM uTOTre?

Heo0xoaumMo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapThoHa;

Hcnonb3yit aHTUBUPYCHBIE TPOTPAaMMBI JIIsI MOOMJIBHBIX TeNE(OHOB;

He 3arpysxaii mpuiioskeHusi 0T HEU3BECTHOTO HCTOYHUKA, BEJIb OHU MOTYT COJIEPKATh
BPEIOHOCHOE NPOrpaMMHOE 00ECIIEUEHNUE;

[Tocie Toro Kax ThI BBIWICIIH C CaiiTa, Iie BBOAWI JUYHYIO HH(GOPMAIIHIO, 32l B HACTPOUKHU
Opay3epa u ynanu cookies;

[Tepuoanuecku mMpoBepsid, KaKKUe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMEp MOOMIIBHOTO Tee(oHa TOIBKO JIOASM, KOTOPBIX ThI 3HACIIH U KOMY
JIOBEpsICIIIb;

Bluetooth gomken ObITH BBIKITIOUYEH, KOT/Ia THI UM HE MOb3yembesi. He 3a0bIBail nHOT 12
MPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIANH-UTPHI - TO KPACOUYHBIE, 3aXBATHIBAIOIINE PA3BICUCHUS, 00bETUHSIONINE
COTHH ThICSY YEJIOBEK M0 BceMy Mupy. Urpoku ucciieytor qaHHblid UM MUp, OOIIAOTCS IpYT C
JPYTOM, BBITIOJHSIOT 33/1aHUS, CPAXKAIOTCS C MOHCTPAMHU U TIONYYalOT OIBIT. 32 YA0BOJIbCTBHE
OHM IUIATST: MOKYNAIOT JUCK, OINIAYMBAIOT A00OHEMEHT WJIM IPUOOPETAIOT KAKKE-TO OIILIUH.
Bce aTH cpenctBa uayT Ha MojiepKaHUe U Pa3BUTUE UTPHI, a TAK)KE HA caMy 0€3011aCHOCTD:
COBEPILEHCTBYIOTCSI CHCTEMBI aBTOPU3AIINH, BBITYCKAIOTCSI HOBBIE MTaTYH (II(PPOBBIE 3aIIATKH
JUISI IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nogo6HBIX Urpax CTOUT OIAacaThCsl HE CTOJIBKO CBOMX COIIEPHUKOB, CKOJIBKO KPasky TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AIMK OOJBIITMHCTBA UTP.

OCHOBHBIE COBETHI 1T0 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu npyroii urpok BeneT cedst MI0X0 WK co3aeT Tede HeMPHUIATHOCTH, 3a0JI0KUPYH ero B
CIIUCKE UTPOKOB;

2. Iloxanylics aIMUHUCTPATOPAM UTPhI HA MJI0OXOE MOBEACHHUE 3TOI0 UTPOKA, KEIATEIBHO
IPUIOKUTH KaKHE-TO JI0Ka3aTeNbCTBa B BUJIE CKPUHOB;

3. He ykaspIBail 1nuHyt0 HHPOpMALUIO B Tpodaiiine urpsl;

4. YBaxkall Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuIIHAIbHbBIE TATYH U MOJIBI;

6. Mcnonp3yil clokHbIE U pa3Hble MapoJiy;

7. JJaxke BO BpeMsl UTPBI HE CTOUT OTKJII0YaTh aHTUBUPYC. [Ioka ThI Urpaenib, TBOM KOMIIBIOTEP
MOTYT 3apa3UTh.

OUIIMHT WK Kpaska TUYHBIX JaHHBIX

OObIYHOM Kpakel JeHeT U JIOKYMEHTOB CEroHs y’e HUKOTO HE YIUBUIIb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTUHN 37T0YMBIIIECHHUKN TEPEMECTUIINCH B UHTEPHET, U MPOIOJKAIOT
3aHUMAaTbCA "ITFOOUMBIM" J1€JIOM.

Tak nmosiBHIIach HOBas yrpo3a: HHTEPHET-MOIICHHIYECTBA WK (DUIITUHT, TTIaBHAS 11eJIb KOTOPOTO
COCTOMT B MOJIYYEHUH KOH(UIEHIIMATBHBIX JaHHBIX MOJIb30BaTeNeH - JOrMHOB U napoiieil. Ha
aHraMiickoM s3bike phishing uynraercs kak GuuuHr (ot fishing - peiGHas noBis, password -
MapoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:



1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI OJ103peBaeiiib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE0OXOAMMO 3a0JIOKUPOBATH €€ U COOOIINTH AIMHHUCTPATOPaM pecypca 00 ITOM KaK MOXKHO
CKOpEe;

2. Ucnonb3yit 6e3omacHbie BeO-CaiThl, B TOM YKCJIEe, HHTEPHET-Mara3uHoOB U TOMCKOBBIX CUCTEM;
3. Mcnionb3yii cloKHbIC U pa3HbIe Mapoin. TakuM oOpa3om, eciiu TeOs B3JIOMAKOT, TO
37I0YMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;
4. Ecniu Te0s B3110MaIH, TO HEOOXOAMMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBJIeHBI y TEOS B IPY3bsiX, O TOM, YTO T€OsI B3JIOMaIH U, BO3MOXKHO, OT TBOET'O UMEHU OyzeT
pacchlIaThCs CIaM U CChUIKM Ha (DUITMHTOBBIE CAMTHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOMIBbHBIN TenedoH;

6. OTKIII0YM cOXpaHEHHE Maposi B Opaysepe;

7. He oTkpsiBaii (paiiniel v Apyrue BIOKEHHUS B MUCbMaX, 1a)Ke €CJIM OHU IMPUIIUIH OT TBOUX
npys3eit. Jlydine yTo4HH y HUX, OTHPABIISUIN JI OHU TeOe 3T (paiiibl.

[{udposas penyranus

[udposas permyTanus - 5T0 HETaTUBHAS WA NO3UTUBHAS HH(OpPMAIIHS B CETH O TeOe.
Komnpomerupytomias uapopmaiiusi, pa3MelieHHasi B MHTEPHETE, MOKET CEpbe3HbIM 00pa3oM
OTpa3UThCS Ha TBOCH peanbHOM xu3HU. "Lludposas pemyranus” - 3T0 TBOI UMUK, KOTOPBINA
dbopmupyetcs u3 uHbopMauu o Tebe B UHTEPHETE.

TBoe MecTO KHUTEIbCTBA, Y4eObl, TBOE (PMHAHCOBOE IOJIOKEHUE, 0COOCHHOCTH XapaKTepa U
pacckaszbl 0 OJU3KHUX - BCE 9TO HAKAIIIMBAETCS B CETH.

MHorue moJIpoCTKH JETKOMBICIIEHHO OTHOCSATCS K ITYOJTUKAIINH JTHYHOU HHPOPMAIIIH B
HuTepHeTe, HE MOHUMAsi BO3MOXHBIX MOCIENCTBUN. ThI Jake HE CMOXKEIllb A0TaIaThCs O TOM,
4To (oTorpadusi, pazMeIIeHHas 5 IeT Ha3aJ, cTajla MPUYMHONW 0TKa3a MPHUHATH TeOs Ha padoTy.
KommenTapuu, pa3menienue TBoux Gororpaduii u gpyrue AeicTBUs MOTYT HE HCUE3HYThH Jaxe
II0CJI€ TOT0, KaK Thl UX yJaJINlIb. Thl HE 3HACIIb, KTO COXPAHWII ATy HH(POPMAIUIO, TIoMaja JIu
OHA B MMOMCKOBBIE CUCTEMBI M COXPAaHUIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe
OKPY’KaIOIIHE JIF0JIU, KOTOPBIE HAWIYT M YBUIAT 3T0. Haiith nHpOpManuio MHOTO JIET CITyCTs
CMOKeET JIt000i1 - Kak U3 100phIX TOOYKIACHH, TaK U C HAMEPEHUEM MPUIMHHUTD Bped. ITO
MOJKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3alTUTe HU(POBOI pemyTaIu:

1. [Toxymaii, mpexae ueM 4To-TO MyOJIUKOBATh U MepeaBaTh y ce0s B OJI0Te UK B COITUATBHOM
CeTH;

2. B HacTpolikax npo¢uiis yCTaHOBU OTPAaHUYEHUS Ha IPOCMOTP TBOETO MPOPHIIS U €ro
COJIEP’)KUMOT0, CIIENal ero TOJIbKO "Il Ipy3en';

3. He pa3mMemnaii 1 He yka3piBail HHPOPMAIIMIO, KOTOPAsi MOXKET KOTO-THM00 OCKOPOISATH UITH
00MXaTh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE IIKOJIBHUKY - aKTUBHBIE T0JIb30BaTeNN IIM(PpoBOro npocrpancTBa. OgHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BaHHE MHOTUMHU BO3MOXKHOCTSIMU LIU(PPOBOro Mupa TpedyeT
COOJTIOJIEHHS TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMuH "UHTEIEKTYyalbHAst COOCTBEHHOCTD'" OTHOCHUTCS K pa3IMYHbIM TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHasi C HOBBIX U300peTeHNH 1 3HaKOB, 0003HAYAIOLINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIIYTH, ¥ 3aKaHYUBasi KHUTaMH, poTorpadusMu, KHHOGUIEMaMH 1
MY3bIKaJIbHBIMH TPOU3BEACHUSMHU.

ABTOpCKHeE IpaBa - 3TO MpaBa Ha HHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEpaTyphl U UCKYCCTBA. ABTOPCKHE MTPaBa BHICTYIAIOT B KAUE€CTBE rapaHTUH TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPY/ aBTOpa HE OyAET HallpacHbIM, JaCT €My CIPaBeIBbIE
BO3MOXHOCTH 3apaboTaTh Ha pe3ynbTaTax CBOEro Tpy/a, MOJYyYUTh H3BECTHOCTh U IPU3HAHUE.
Huxkro 0e3 pa3penieHus aBTopa He MOXKET BOCIIPOU3BOIUTH €T0 MPOU3BEACHUE, PACTIPOCTPAHSTH,
nyOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTHPOBATh, ITYCKaTh B MIPOKAT, MyOIMYHO
UCTIOJTHAT, IIOKA3bIBATH/UCTIONHATE B dHpe WM pa3memaTs B IHTepHeTe.



Hcnonb3oBanue "mupaTcKoro” MporpaMMHOTO 00€CIIeYeHUsI MOXKET MPUBECTH K MHOTUM
pHUCKaM: OT NMOTEPH JAaHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKHU TBOETO YCTPOMCTBA, T1ie
yCTaHOBJICHA HeserajbHast mporpamma. He ctout Taxoke 3a0bIBaTh, YTO CYIIECTBYIOT JICTaJIbHBIE
u OecIyIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.
O noprane
CereBu4oK.p( - TBOM INIaBHBIM COBETUYUK B CETU. 3[1€Ch Thl MOKEIIb Y3HATh O 0€30aCHOCTHU B
CETH MOHATHBIM U JOCTYIIHBIM SI3bIKOM, a IIPY BOBHUKHOBEHUU KPUTUUYECKON CUTyalluH
00paTUThCS 32 COBETOM. A TaKkKe MPUHATH y4acThe B KOHKYpCax M CTaTh CaMbIM IIU(POBBIM
rpaxxaaHuHOM !

[Tpunoxenue N 3
IMAMSTKA JUISI POJUTEJIEM Ob THOOPMAILIMOHHOM BE3OITACHOCTHU JETEM
Onpenenenne TepMuHa "uHpOpMaInMoHHas 0€30MacHOCTh AeTeil” comepkutcs B deaepalibHOM
3akone N 436-®3 "O 3ammre aereil oT nHGOpMANMK, TPUIMHSAIOMEH BpeA UX 370POBBIO U
pa3BUTHIO", PETYIUPYIOLIUM OTHOILICHUS, CBSA3aHHBIE C 3allUTOM aeTed OT uHpopmanuu,
IPUUYMHAIOLIEH Bpea HX 340poBbl0 M (uiau) pas3BuTHio. CoOrjnacHO JaHHOMY 3aKOHY
"uHdopmanmonHas 0€30MacHOCTh JeTel" - 3TO COCTOSHHE 3alUIICHHOCTH, TMPU KOTOPOM
OTCYTCTBYET PHCK, CBSI3aHHBIH C NMpUYMHEHHEM HH(OpMaIueid Bpeaa MX 3A0POBBI0 WU (WIJIH)
buznyecKoMy, ICUXUYECKOMY, TYXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.
B cuny ®enepanpHoro 3akoHa N 436-D3 mHbopmanmel, MPUIHHSIONICH BpeI 3JI0POBBIO U
(W) pa3BUTHIO JACTEH, SIBJISCTCS:
1. undopmarnus, 3anperieHHas Jyisi paclpoCTPaHESHUsI CPEIU ACTEH;
2. wuHdopMalus, pacIpoCTpaHEHHWE KOTOPOW OrpaHMYEHO CpeAu JeTel OmpeesIeHHbIX
BO3PACTHBIX KaTETOPHil.
3. K undopmanuu, 3anpeieHHoN Ui pacpoCTpaHEHUs CpEAH IeTeil, OTHOCUTCS:
4. uadopmanus, MoOyKJaromas 1eTe K COBEPIICHUIO EHCTBHIA, MPEACTABISIONINX YIPO3y MX
JKU3HU U (UM 3/10POBBIO, B T.4. IPUUYUHEHHUIO BPEJla CBOEMY 3/I0POBBIO, CAMOYOUIICTBY;
5. CmOCOOHOCTH BBI3BATH y JETEH IKEIAHHWE YIOTPEOWTh HAPKOTHUECKHE CPENCTBa,
NICUXOTPOMNHbIE W (WJIM) OJYpPMAaHHBAIOIIME BEIIECTBA, TaOauHble HM3ENUS, ATKOTOJIBHYIO U
CHUPTOCOJEPIKAILYIO MPOAYKLHIO, TMBO M HAIIUTKHU, U3TOTABJIMBAEMbIE Ha €0 OCHOBE; MPUHSATH
ydyacTMe€ B  a3apTHBIX WIpax, 3aHUMAThCs NPOCTUTYIUEH, OpOASIKHUYECTBOM — WMIU
MOIPOIIAHUYECTBOM;
6. 000CHOBBIBAIOIIAsT WJIM OIPABJBIBAIONIAS JTOMYCTUMOCTh HACHUJIMS U (MJIM) KECTOKOCTH JIMO0
noOyKJaroniasi OCYIECTBISATh HACUJIBCTBEHHBIE JEMCTBHS 1O OTHOIIEHHIO K JIIOIIM U
KUBOTHBIM;
7. oTpularomias ceMeiHble HEHHOCTH M (QOpMHUpYIOIIas HEYBaXEHHE K POIUTENAM U (W)
JIPYTUM WIEHAaM CEMbH;
8. orpaBabIBaIOIIasl IPOTUBOIPABHOE MTOBECHMUE;
9. comeprkalias HEIEH3YPHYIO OpaHb;
10. conepxarast HHGOPMAIHIO TOPHOTPaPUIECKOro XapakTepa.
K undopmanuu, pacnpoctpaneHre KOTOPOH OrpaHUUYEHO CPear JeTel OlpeaesieHHOro BO3pacTa,
OTHOCHUTCS:
1. uHpopmanus, mnpeacTaBiseMas B BHIE H300paKEHMS WIM ONUCAHUS >KECTOKOCTH,
¢u3nyecKkoro M (Uiau) MCUXUYECKOTO HACWIIMS, MPECTYIJICHUS WIK WHOTO aHTHOOIECTBEHHOTO
JeHCTBHS,
2. BBI3BIBAIONAS Y JETEH CcTpax, y)Kac WM NaHUKY, B T.4. IpeCTaBiIsieMasl B BUJE U300paxeHUs
WIN OMMCAaHUS B YHUXKAIOIIEH YeloBedYecKoe JOCTOMHCTBO (hopMe HEHACHIILCTBEHHOH CMEpTH,
3a0o0yieBaHusl, CaMOYOMIICTBAa, HECYACTHOIO CiIydasl, aBapuu WM KaTacTpopsl U (WIH) HX
MOCIIEACTBUM;
3. mpencraBnsieMas B BUAC H300paXCHHUsS WM OMMCAHUS TOJOBBIX OTHOIICHUH MEXIY
MY>KUMHOU U KEHIIUHOU;
4. comeprxaiasi OpaHHBIE CII0BA U BBIPAXKEHUSI, HE OTHOCSIINECS K HELEH3YpHOI OpaHH.



C yderom storo Bam mpennaratorcst mpaBuia paboTel B ceTH MHTEpHET Ui pa3IuuHBIX
BO3PACTHBIX KaTEeTOpUM, COONIOJEHHE KOTOPBIX IIO3BOJIAT OOECHEYNTh HWH()OPMAIMOHHYIO
0€30MacHOCTh BalllUX JIETEH.

OO0mue mpaBwIa JUIsl pOAUTENICH

1. He3zaBucumMo oT Bo3pacTta peOEHKa HCHOJIb3YHTE MPOrpaMMHOE 00eCIeYeHHE, TTOMOTaoIee
(GWIbTpOBaTh U KOHTPOJIUPOBATh MH(POPMALIMIO, HO HE MoJaraiiTech MOJHOCTBIO Ha Hero. Bame
BHUMaHHE K PeOCHKY - TJIABHBIA METO/I 3aLUTHI.

2. Ecim Bam peOGeHOK MMeeT akKayHT Ha OJHOM M3 colMalbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMATEIBHO U3YUUTE, KaKyI0 HH(OPMAIMIO TOMEIIAIOT €ro
YYaCTHHKHU B CBOMX Npoprisix u Osiorax, BKiIrovas ¢pororpaduu U BUILO.

3. IlpoBeppTe, C KaKuMH OPYTMMH CalTaMH CBSI3aH COLMAIbHBIA cepBUC Bamero peOeHka.
Crpannuku Bamero peGeHka MOryT ObITh 0€30IaCHBIMH, HO MOTYT U COJEpXKAaTb CCbUIKM Ha
HE)KEJIaTeJIbHbIE M OIlacHble CalThl (HAampuUMep, MOPHOCAWT, WIM CalT, Ha KOTOPOM ApYT
YIIOMHHAET HOMep coToBOro tenedona Bamero pedenka min Bam nomannuii agpec)

4. Tloompsiite Bammux pereii coobmars 000 BCEM CTpPaHHOM MM OTTAJIKHBAIOIIEM W HE
CJIIMLIKOM OCTPO pearupyiTe, Korja OHM 3TO JENaroT (M3-3a ONAcCeHHs MOTEepSATh TOCTYI K
WuTepHeTy AeTH HE TOBOPAT POAUTENSIM O MpoOiieMax, a TaKKe MOTYT HadaTh MCIOJIb30BaTh
WHTepHeT BHE I0Ma U ILIKOJIbI).

5. bynbte B Kypce cereBoil )xu3Hu Baiero pedenka. IHtepecyiitech, KTo Ux Jipy3bst B IHTepHET
TaK ke, KaK UHTEPECYeTeCh PeaIbHbIMU APY3bsIMHU.

Bospact ot 7 1o 8 net

B WutepHere peGeHOK cTapaeTcs MOCETUTh T€ WM HHBIE CAMThl, a BO3MOXXHO W 4arThl,
paspellieHre Ha MOCEIIEHNEe KOTOPhIX OH HE MoJy4yus Obl oT poauteneil. [loatomy poaurensm
0COOEHHO TOJIe3Hbl OyAyT TE€ OT4YeThl, KOTOpbIE IPEJOCTABIAIOTCA MNpOorpaMMaMu [0
OTrpaHMYEHUIO HucIoJib30BaHus WHTepHera, T.e. Poaurenbckuif KOHTpOJIb MM TO, YTO BbI
CMOXeTe YBUJIETh BO BpeMEHHBIX (ailnax. B pesynbraTe, y pedeHka He OyAeT OUlyIIeHus, 4yTo 3a
HUM BEJETCS TOCTOSHHBIH KOHTPOJIb, OJHAKO, POAUTENM OyayT MO-TPEKHEMY 3HATh, KaKHe
caifTel mocemnaer ux pedeHok. JleTn B JaHHOM Bo3pacTe 00J1afaoT CHIIbHBIM YYBCTBOM CEMbH,
OHM JIOBEPUMBBI U HE COMHEBAIOTCSA B aBTOpuTeTax. OHU JIOOSAT UIpaTh B CETEBbIE UIPHl U
IIyTEeNIECTBOBATh 110 MHTEpHETY, NCIIOJIB3Ys IEKTPOHHYIO IIOYTY, 3aXOAUTh HAa CAlThl U 4arThl,
HE PEKOMEHI0BAHHBIE POJIUTEISIMH.

Cogertsbl 110 Oe3omacHocTH B ceTd MHTepHeT U1 fnereit 7 - 8 net

1. Co3paiiTe ciMCOK JOMAIIHKUX MpaBuIl nocemienus MHTepHeTa npu yyacTuu Aetel u tpedyiite
€r0 BBIIOJIHEHMUS.

2. TpeOyiite ot Bamero pebenka coOa01eHISI Bp€MEHHBIX HOPM HaXO0KJI€HUS 32 KOMITBIOTEPOM.
[Tokaxxute pebeHKy, uro Brl Habmogaere 3a HUIM He OTOMY yTO BaMm 3T0O Xouercs, a motomy
yT0 BbI OecrokonTech 0 ero 6€30MacHOCTH U BCETAa TOTOBBI EMY IIOMOYb.

3. KomnbroTep ¢ noakimoueHueM k VHTepHeTy AOJKeH HaxoOuThbcsd B OOIIeH KOMHAaTe MoJ
IIPUCMOTPOM POJIUTENEH.

4. Vcnionp3yliTe CieMAIbHBIE JETCKUE TIOUCKOBBIE MAIIHBI.

5. Ucnonw3yiiTe cpenctBa OJIOKUPOBAHHUS HEXKENATEIHBHOTO KOHTEHTAa KakK JIOMOJIHEHHE K
CTaHJapTHOMY PoauTennbckoMy KOHTPOIIIO.

6. Co3naiiTe ceMeMHbIN AIEKTPOHHBIN SAIIUK, YTOOBI HE MO3BOJUTH AETSIM MUMETh COOCTBEHHBIE
azapeca.

7. bnoxkupyiTe AOCTYyn K calTaM ¢ O€CIUIaTHBIMH TIOYTOBBIMH SIIAKAMH C TIOMOIIBIO
COOTBETCTBYIOIIETO MPOIPAMMHOI0 00eCIIeUeHusI.

8. Ilpuyunte nereil coBetoBathes ¢ Bamu mepen omyOiaukoBaHHEM KakoH-TnOO0 MHGOpMau
CpeACTBaMU JICKTPOHHOM MOYTHI, YaTOB, PETMCTPALMOHHBIX (GOPM U TpOodHIei.

9. HayuuTe neteil He 3arpyxarthb (pailyibl, IporpaMMbl UJIM MY3bIKY O€3 Balllero COrjacHusl.

10. He paspemaiite geTsM HCIOIB30BaTh CIYKObl MTHOBEHHOT'O 0OMEHa COOOIICHUSIMHU.

11. B "Genpril" cnucok calTOB, pa3pelieHHBIX Ul MOCEHIEHMs, BHOCHUTE TOJIBKO CaWThl C
XOpOLIEH peryTanuen.



12. He 3a0b1BaiiTe OecenoBarh ¢ 1eThbMHU 00 UX Apy3bsix B MIHTEepHETE, Kak ecau Obl peub Iuia o
JIPY3bSIX B pEATbHOM )KU3HM.

13. He nenaiite "Taly" U3 BOIPOCOB MOJOBOM KHU3HH, TaK Kak B VIHTEpHETE JETH MOTYT JIETKO
HaTKHYThCS HA MOpHOTpadrio WK CauThl "1t B3pOCIIbIX".

14. Ilpuyunte Bamero pebenka cooOmars BaM O JIOOBIX yrpo3ax WM TPEBOTaX, CBA3AHHBIX C
Hutepnerom. OcTaBaiiTech CIIOKOMHBIMM M HAlIOMHHUTE JETSM, YTO OHU B O€30IIaCHOCTH, €CIIU
caMH paccKa3ajly BaM O CBOMX TpeBorax. [loxBamuTe MX M IIOCOBETYWTE NOJOMTH elle pa3 B
HNOJOOHBIX CITy4dasix.

Bospact nereit ot 9 1o 12 ner

B nanHOM BoO3pacTte naeTH, Kak MpPaBUJIO, YK€ HACHbILAHBl O TOM, Kakasg HH(pOpManus
cymectByeT B MHTepHeTe. COBEPIIEHHO HOPMAJIbHO, YTO OHM XOTAT 3TO YBUJAETbH, IIPOYECTb,
ycaslmatk. [Ipy 3TOM HYXHO NMOMHHTB, YTO JIOCTYIl K HEXKEJIaTeIbHbIM MaTepuajlaM MOXHO
JIeTKO 3a0JI0KUPOBATH MPH IMOMOIIN CPEACTB POIUTENBECKOTO KOHTPOJIS.

CoBeTbl 10 0€30I1acCHOCTH U1 nereit ot 9 1o 12 ner

1. Co3paiiTe CIMCOK TOMAIIHKUX MPaBHJI noceuienust HTepHeT npu yuacTuu jaereil u tpelyiite
€ro BBIIIOJIHEHUS.

2. TpeOyiite ot Bamero pedenka coOII0ACHISI HOPM HAXOXKICHHSI 32 KOMITBIOTEPOM.

3. HaOmronmaiite 3a peOeHKOM mpu paboTe 3a KOMIIBIOTEPOM, IOKAXHUTE €My, 4To Bbl
0ecroKOUTECH O €ro 0€30MaCHOCTH U BCET1a TOTOBBI OKa3aTh €My ITOMOLIb.

4. KomnbioTep ¢ NOJKIIOUEHHEM B VIHTEpHET NOJKEH HaXOIUThCs B OOIIEeH KOMHATe IOJ
IIPUCMOTPOM POJIUTENEH.

5. Hcnonw3yiite cpenctBa OJIOKMPOBAHMS HEKENATEIBHOTO KOHTEHTa Kak JONOJHEHHE K
CTaHJapTHOMY PoauTenbckoMy KOHTPOJIIO.

6. He 3a0bIBaiiTe mpUHUMAaTh HENOCPEACTBEHHOE y4yacTHe B JKU3HU peOeHka, OeceloBaTh C
JIeTbMU 00 UX JIpy3bsix B IHTEepHETE.

7. Hacrauaiite, yToOBl JE€TH HHMKOI/Ia HE COIJIALIAJIUCH HA JIMYHBIE BCTPEUU C APY3bSIMH I10
WHTephery.

8. Tlo3BonsiiTe NETSAM 3aXOIUTh TOJBKO Ha caiThl M3 "Oenoro" cmucka, KOTOpPBIH co3lanTe
BMECTE C HUMHU.

9. Ilpuyuute nerel HUKOrIa He BBIJABATh JIMUHYIO MH(OPMAIUIO CPEACTBAMH 3JIEKTPOHHOMH
MOYTHI, YaTOB, CUCTEM MTHOBEHHOI'O OOMEHa COOOIIECHUSIMH, PETUCTPALUOHHBIX (HOPM, JIUYHBIX
npoduiielt 1 Ipy perucTpaluy Ha KOHKYpChl B IHTepHeTe.

10. IlpuyuuTe Aeteit He 3arpyxaTh mporpammel 0e3 Barmero paspemenusi. OObsICHUTE UM, UYTO
OHM MOTYT CIy4YallHO 3arpy3uTb BUPYCHl WIH JpPYroe HEXEJaTelIbHOe IPOrpaMMHOE
obecrnievyeHue.

11. Coznaiite Bamemy peOeHKy OrpaHUYEHHYIO YUETHYIO 3aIUCh JUIsl pabOThl Ha KOMITBIOTEPE.
12. Ilpuyunte Bamero pebeHka coobmarh BaM 0 JIIOOBIX yrpo3ax WM TPEBOTax, CBSI3aHHBIX C
WNutepnerom. HanmoMHuTe 1€TsAM, 4TO OHM B O€30MIACHOCTH, €CJIM CaMH PAaCcCKa3alld BaM O CBOMX
TpeBOrax U OMACEHUsIX.

13. Pacckaxkure netsim o nopHorpaduu B MlHTEpHETE.

14. HacrauBaiiTe Ha TOM, 4TOOBI IETH MPEAOCTABISIIM BaM JJOCTYII K CBOEH AJIEKTPOHHOM MOYTE,
4TOOBI BBl YOEMIIUCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIaMHU.

15. OOBsicHUTE 1E€TAM, UTO HEJb3S UCIIOJIB30BATh CETh JUIsl XYJIUTAHCTBA, PACIIPOCTPAHEHHUS
CIUIETEH WIH yTpO3.

Bo3spacrt gereii ot 13 o 17 ner

B aToM BO3pacTe noApOCTKN aKTUBHO UCIIOJIB3YIOT TOMCKOBBIE MAIIUHBI, IT0JIb3YIOTCA
AIIEKTPOHHON MOYTOM, CIIy’>kOaMU MTHOBEHHOTO 0OMEHA COOOIIEHUAMHU, CKAYMBAIOT MY3bIKY U
¢mibMbl. ManburkaM B 3TOM BO3pacTe OOJIbIlIe IO HpaBy CMETaTh BCE OIpaHUUYCHHSI, OHU
KaKIyT rpyOoro roMopa, a3apTHBIX WP, KAPTUHOK "1 B3pocibIX". JIeBOUKH MPEANOYUTaIOT
00IIaThCS B YaTax, IPH TOM OHHU ropaszio 6osiee UyBCTBUTENBHBI K CEKCYaIbHBIM
JIoMorarenabcTBam B MIHTepHeTe.



3ayacTyro B JaHHOM BO3pPAacTe POJUTENSIM YK€ BECbMA CI0KHO KOHTPOJIUPOBATh CBOUX JETEH,
TaK Kak 00 MlHTepHeTe OHU y)Ke 3HAIOT 3HAYUTEILHO OOJIbIIe CBOMX poauTeseii. Tem He MeHee,
HE OTITycKaiiTe aereil B "cBoOoaHOE TaBanue" no Murepuery. Ctapaiitech ak THBHO
y4acTBOBaTh B 001IeHNH pebeHka B VIHTepHeTe.

Baxuo no-npexxueMy cTporo codiaroaars npasuia MHTepHET-0€30MaCHOCTH - COTJIAIlICHHE
MEXy POAUTENAMU U 1eTbMU. Kpome Toro, Heo0X0AMMO Kak MOKHO Yalle IpocMaTpuBaTh
OTYETHI 0 JIesATeNbHOCTH aeTer B HTepuere. Cnenyer o0paTuTh BHUMaHUE HA HEOOXOUMOCTb
COJIepKAHUS POAUTENBCKUX Maposiei (maposiei aAIMUHUCTPATOPOB) B CTPOTOM CEKpETe U
0o0paTuTh BHUMAaHHE HA CTPOTOCTh 3TUX MAPOJIEH.

CoBeTbl 110 0€30MMacHOCTH B 3TOM Bo3pacTe oT 13 mo 17 ner

1. CoznaiiTe ciucoK AOMAIIHUX IIPAaBUII oceuieHust IHTepHeTa Ipu y4acTUu HOJPOCTKOB U
TpeOyiiTe 6€3yCcI0BHOrO €ro BhIoJHEHHUs. OOroBopure ¢ peOEHKOM CIMCOK 3alPELIEeHHBIX
caiitoB ("uepHbIii ciucok"), yacsl paboThl B MIHTEpHETE, pyKOBOACTBO IO OOILIEHUIO B
HNHuTepHeTe (B TOM YHCIIE B YaTax).

2. KoMnblotep ¢ noaxitoueHueM K cetd IHTepHeT JOKEH HaXOUThCsl B 0011l KOMHATE.

3. He 3a0bIBaiiTe OecejoBaTh C A€TbMHU 00 UX APY3bsX B MIHTEpHETE, O TOM, UeM OHH 3aHSATHI
TaKUM 00pa3zoM, OYATO pedb UAET O APY3biX B peasibHON ku3HH. CIpalmBanTe o JIOJX, C
KOTOPBIMH JI€TH OOIIAI0TCS MOCPEACTBOM CIyKO MIHOBEHHOTO 0OMEHa COOOIEHUSIMH, YTOOBI
yO€IUThCs, YTO ITH JIFOJIU UM 3HAKOMBI.

4. Ucnonp3yiiTe cpelcTBa OJIOKMPOBAHUS HEXEIATeIbHOIO KOHTEHTA KaK JIOTOJIHEHHE K
CTaHJapTHOMY PoauTenbckoMy KOHTPOJIIO.

5. Heobxoaumo 3HaTh, KAKUMU YaTaMy NoJb3ytoTes Bamu geru. [loonipsiite ncnonabs3zoBanue
MOJICpUPYEMBIX YaTOB M HACTaWBaNTe, YTOOBI IETH HE OOIIAIMCH B IIPHBATHOM PEKUME.

6. HacrauBaiite Ha TOM, 4TOOBI JIETH HUKOT/1a HE BCTPEYAIUCh JIMYHO C APY3bSIMU U3 CETU
Nurtepuer.

7. llpuyunte nereil He BbIIaBaTh CBOKO JIMYHYIO MH(OPMALMIO CPEICTBAMM JIEKTPOHHON MOYTHI,
4aToOB, CHCTEM MTHOBEHHOTO OOMEHA COOOIICHUSIMH, PETUCTPAIIMOHHBIX ()OPM, THIHBIX
npoduiiel 1 Ipy perucTpaluy Ha KOHKYpChl B IHTepHeTe.

8. [Ipuyuunte AeTeit He 3arpyxaTh nporpamMmmbl 0e3 Bamiero paspemenus. OObsSCHUTE UM, YTO
OHM MOTYT CIIy4aliHO 3arpy3UTh BUPYCHI WJIU APYTO€ HEKENATEIbHOE IPOrPAMMHOE
obecrnieyeHue.

9. Ilpuyunte Barmero peberka coo01maTh BaM 0 JHOOBIX yrpo3ax WM TPEBOrax, CBsI3aHHBIX C
WNuTtepuerom. HamomuuTe 1eTsM, 4TO OHU B 6€30IIaCHOCTH, €CIIM CaMU paccKa3aiu BaM, O CBOUX
yrpo3ax uiau TpeBorax. [ToxBanure UxX ¥ MOCOBETYHTE MOJONUTH €llle pa3 B MOJAO0OHBIX CITydasX.
10. Pacckaxkure aetsim o nopHorpaduu B Untepuere. [loMmorure um 3aMTUTHCS OT cllama.
HayuuTe nogpocTkoB He BblaBaTh B FIHTEpHETE CBOETO peaibHOrO MMEKTPOHHOTO apeca, He
OTBEuaTh Ha HeXeNaTelbHble MUChMa U UCII0JIb30BATh CIEI[HAJIbHBIE IOYTOBbIE (PUIIBTPBHI.

11. [IpuyunTe cedst 3HAKOMUTBCS ¢ cCaliTaMH, KOTOPbIE MTOCELIAI0T MOIPOCTKH.

12. Hayuute nerei yBaxxaTtb Jpyrux B MHTEpHETE. Y O€AUTECH, UYTO OHU 3HAIOT O TOM, YTO
IIPaBHJIa XOPOLIETO MOBEAEHUS IEHCTBYIOT BE3E - JaK€ B BUPTYAIbHOM MUDE.

13. OOBsicHUTE ACTSIM, UTO HU B KOEM CITy4ae HeJlb3s UCIOIb30BaTh CeTh sl XyJIUTaHCTBA,
pacnpoCTpaHEHUs CIUIETEH WX YIpo3 APYTUM JIOISAM.

14. OGcynuTe ¢ MOAPOCTKAMU MPOOJIEMBI CETEBBIX a3apPTHBIX UTP U MX BO3ZMOKHBIHN PUCK.
Hanomnurte, 4TO 1€TH HE MOT'YT UTpaTh B 3TU UTPBI COIIACHO 3aKOHY.

[TocTosiHHO KOHTpOIMpYiTE Hcnonb3oBanne MuTepHera Bamum pedbenkoM! OTo He HapylieHue
€ro JINYHOTO NTPOCTPAHCTBA, @ MEPa IPEJOCTOPOKHOCTHU U NMPOsiBIeHUE Baleil poautenbckoi
OTBETCTBEHHOCTH U 3a00THI.



